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Kadenpa marematuku, HHPOPMALIMOHHBIX CUCTEM U TEXHOJOTUN

AHHOTAIUA

JUCHUITIIMHBI «KODI’IODCU’I’ZM@Hble qu)ODMCZMMOHHble cucmemuvl»

Hanpasnenue noaroroBku 09.03.02 UudopMalmoHHbIE CHCTEMbI U TEXHOJIOTH

Hampasnennocts (mpoduins) _ MHpOpMaAIMOHHBIE CHCTEMBI Ha TPAHCIIOPTE

VYpoBeHb BhICIIEro 00pa3oBaHuUs OakanaBpuaT
dopma oOydeHMs O4YHasi, 3a04YHas
[TpomexxyTouHas aTTecTanus HK3aMEH

1. MecTO IMCUMILIMHBI B CTPYKTYpe 00pa30BaTe/ibHOM POrpaMMbl

Huciunnna «KopnopaTtuBHble MHGOPMAILIMOHHBIE CUCTEMBD» OTHOCUTCS K
oOs3aTenbHOM yactu bnoka 1 u msywaercs Ha 4 kypce B VIl cemectpe mo ouHoit
dbopme 00yueHus u Ha 4 Kypce 1o 3a04HOM hopme 00yUeHUs.

N3yyeHnne qUCUUIUIMHBI OCHOBAHO HA YMEHUSAX M KOMIIETEHUHUAX, OJIYyYeHHBIX
CTYJIEHTOM Tipu u3yuyeHun aucuuruimH «MupopmaTtuka», «Apxurektypa uHdopma-
HUOHHBIX cucTeM», «MH()OpMaMOHHO-KOMMYHUKAIMOHHBIE CUCTEMBI M CETH.

JUIst U3y4deHus TUCUUIIIIMHBI CTYAECHT JI0JKEH:

— 3HaTh OCHOBBI CETEBBIX KOMIIOHEHT OINEPALMOHHBIX CUCTEM, & TAKKE XapaK-
TEPUCTUKA W HACTpPauBacMbI€ MapaMeTphbl aNIAapaTHBIX CPEACTB BBIYUCIUTEIBHOU
TEXHUKU;

— YMETh MOJIB30BATHCS U BIAAETh CPEACTBAMHU BUPTyaIH3aLUU IS IOCTPOE-
HUSI KOHEUHBIX CETEBBIX Y3JIOB.

JlucuuIuinHa SIBISETCS NPEAIIECTBYOIIEN U1l TOATOTOBKH U 3amuThl BKP.



2. [lnanupyemble pe3yabTAThl 00y4eHHS M0 TUCHHUILINHE

Konx nngukaro-

Pa JOCTHIKEHIS [Inanupyemsble pe3yabTaThl 00y4eHHUs 1Mo

Kox 1 nanmenoBanue

KOMIIETEHIIUH JTHACIUATIINHE
KOMIIETEHIUH

OIIK-5. CnocobOen N-10IIK-5 | 3HaTh: OCHOBBI CUCTEMHOI'O aIMUHUCTPH-
WHCTaJUTMPOBATH MPO- poBanus, anmuHUCTpUpoBanus CYB/I, co-
rpaMMHOE U arma- BPEMEHHBIC CTaHJIAPThl WH(OPMAIMOHHO-
paTHOE 0OCCIICUCHHE I'0 B3aMMOJIEHCTBUS CUCTEM.
JUTsl ”HPOPMALIMOH- N-20IIK-5 | YMeTb: BBINOJHATh [MapaMETPUUECKYIO
HBIX ¥ aBTOMAaTH3H- HACTPOWKY HWH(POPMAIMOHHBIX W aBTOMa-
POBaHHBIX CHUCTEM; TU3UPOBAHHBIX CHCTEM.

NO-30IIK-5 | AMeTh HaBBIKM: WHCTAUISIMU MPO-
IPaMMHOTO W aImapaTHOTO OOECICYCHHS
UH(OPMAIIMOHHBIX M aBTOMATU3UPOBAH-
HBIX CUCTEM.

N-10IIK-7 | 3naTh: OCHOBHBIC IJIAT(MOPMBI, TEXHOJIO-
MU U HUHCTPYMEHTAJIbHbIE MPOrpPaMMHO-
anmnapaTHble CpeAcTBa i pealn3aluu

OIIK-7: Criocoben
WH()OPMAITMOHHBIX CHCTEM.

OCYIIIECTBIISTH BBIOOP
m1aTHopM U UHCTPY-
MEHTAJIbHBIX TIPO-
rpaMMHO-
anmapaTHBIX CPECTB
JUTSL peau3aliiy UH-

N-20IIK-7 | YMeThb: OCymIECTBIATh BBIOOp TmiaTdhopm
U HHCTPYMEHTAJIBHBIX  TPOTPAMMHO-
anmapaTHBIX CPEJCTB ISl peaan3alud WH-
(OpMAITMOHHBIX CHUCTEM, MPUMEHSTH CO-
BPEMCHHBIE TEXHOJIOTUHU peau3aiiil HH-
(GhOpMaITMOHHBIX CUCTEM.

(hopMaIMOHHBIX CHC-

oM NJ1-30I1K-7 | UMeTh HABBIKM: BIIaJICHUS TEXHOJIOTHSI-

MH U MHCTPYMCHTAJIbHBIMH IIPOTIpaMMHO-
arIiapaTHbIMKU CpEACTBAMU AJiA pcajin3a-
1105041 I/IH(I)OpMaI_II/IOHHI)IX CHUCTECM.

3. O0beM IMCHUIUIMHBI 0 BUIAM y4eOHbIX 3aHATHI

OO0BeM IUCHMINIMHBI COCTABIISIET 5 3aueTHBIX eauHUIlbl, Bcero 180 wacos, us
KOTOPBIX 1O OYHOM opMe 85 YacoB COCTaBISIET KOHTaKTHas paboTa 00ydaromiero-
cs ¢ npenojasateneM (34 yaca 3aHATHUS JEKIMOHHOTO TUMa, 951 yac jabopaTopHble
3aHATUsA), 95 4YacOB COCTABJISIET CAaMOCTOSATENIbHAS paboTa 00yYaroIIerocsi, M 3a0u-
HOM popme 20 yacoB cocTaBisieT KOHTaKTHas paboTa o0ydarolierocs: ¢ npenojaana-
teneMm (8 wdac. 3aHATHS JEKIMOHHOIO THma, 12 dYac. JJabopaTOpHbIC 3aHATHA),
151 ygac cocraBnsieT caMmOoCTOsITeNbHAS paboTa 00yUaroIerocs.

4. OcHOBHOE cO/Iep:KaHNe JUCIUIITTHHbI

Onpenenenne koprnopatuBHoi cetd  (KC). OcHoBHbIe cBeacHHS 00
UCIIOJIb3YEMbIX TEXHOJIOTHUSIX: HMHTPACETH MJisi OpraHu3aluu IJI00aNbHOW CBS3H
Mexay (uivanaMu KOMIIAHWM, DSKCTPACeTH ISl COEAUHEHUSI 4YacTHOW CeTu
KOMIAHUM C €€ JENOBBIMU MapTHEpaMU M KIWEHTaMH, YJAJICHHBIA TOCTYN IS
B3aumoencTBus ¢ KC oTaenbHbIX MOOUIIBHBIX MOJIB30BATENEH.

Oyuknuu VPN no  3amure  pganHsix.  [lpouenypel  mmdpoBanus,
ayTeHTU(UKALUY, U aBTOPU3ALMU JJISl CO3/IaHUs 3alllUMIIEHHOT0 KaHala CpeJCTBaAMU




VPN. Tunst VPN-yctpoiictB. Pacnonoxenue VPN-yctporicte B KC: nutro3 nepen
OpaHaMay’poM, ULUIIO3 MM033AM OpaHaMayspa, peanu3auus QYyHKUANA [0103a B
OpaHaMayape, UTI03 U OpaHaMay3p UMEIOT COOCTBEHHYIO CBSI3b C MyOJUYHOMN CEThIO,
HIII03 TapaJlIeIbHO OpaHaMayapy.

OcHOBHBIE CBEIEHUSI 00 HMCIOIB3yEMbBIX TEXHOJOTHSX JJIS 3aIUTHl CETEBOTO
Tpaduka. CepBuc 3amunieHHoro kanana - |IPSec. Pacnpenenenue QyHkuuit Mexy
nporokonamu IPSec. besomacnas accommanus. TpaHCHOPTHBIM W TYHHEIHHBIN
pexumMbl pabotel mpotokona IPSec. Sapo IPSec - mporokomst AH, ESP un IKE.
Ucnons3oBanue 6a3 nanubix SAD u SPD ninis 3ammts Tpaduka.

Ctpyktypa  kopmopaTuBHOM  uH(popmarmonHoir  cuctemsl  (KHUC).
Nudopmarmonnsie TexHoioruu. OpraHu3anvoHHbie eauHuUIbl yrpasienus KHUC.
Oynkimonanbable komnoHeHThl KUC. Knaccuduxarnus u Bugst KHMC. OcHoBHBIE
stanbl noctpoeHuss KUC: undopmanmoHHoe oOcienoBaHue, apXHTEKTypa, BBIOOP
CYB/l, BeIOOp cUCTEMBI aBTOMATU3aLUUA JIOKYMEHTOO00POTa, BHIOOpP MPOTPaMMHBIX
CPEICTB IS YIIpaBJICHUS JOKYMEHTAMH, BBIOOP CICIUATM3UPOBAHHBIX TMPHUKIIATHBIX
IIPOTPAMMHBIX CPEICTB CHCTEMBI TIOIICPIKKH TTPUHATHUS PEIICHUA.

Bapuantsl cxem o0Opa3oBaHHs 3alIMIIEHHOTO KaHajla BHUPTYaJbHBIX YaCTHBIX
cereil. Ilonp3oBarenbckass cxema. IIpoBaiimepckas cxema. (CMelIaHHas cxema.
Hcnonbs3oBaHue ayTCOpCUHTa Npu co3aanuu u oociayxkupanuu VPN.

[Mporpammubsie VPN Ha 6a3e Opanamayspo: VPN-1 kommanun Check Point
Software Technologies, VPN-1 Gateway, VPN-1 Accelerator Card. VPN Ha 6a3ze
MapuipyTu3atopoB: MapmpyTtuzatop Fort Knox xkommanuum Internet Devices,
mapipytuzarop Cisco VPN Access Router. Bo3amoskHocTH Mapiipytuzaropa Fort
Knox tpancisuuu ceteBbix anpecoB mo crangapty NAT. Texnomorus 6a3oBoit
TPaAHCJISIIIUS CETEBBIX aipecoB. TEXHOIOTHS TPAHCIISIMU CETEBBIX aJIPECOB U MOPTOB.
VPN Ha 6a3e aBToHOMHOT0 nporpammHoro obdecrneuenus. VPN Ha 6a3e anmapaTHbIX
CPENCTB.

[Toctpoenue VPN s kommanuu ¢ moTpeOHOCTBIO B CBA3SIX MO BCEMY MUPY U
BO3MOYXHOCTBIO JIOCTYIa COTPYAHUKOB K MHTPACETH MPEANPUATHS. MynbTHCEpBHUC-
HBIE CETH — TEXHOJIOTUU U(PPOBBIX CeTEll ¢ MHTETPUPOBAHHBIM 00ykruBaHueM. Ce-
meiicTBo TexHonoruit XDSL. Co3ganne VPN ynaneHHOTO JOCTyma sl KOMITaHUH.

CocraButens: ct. npenoaaBarens CykaueB A. U.

3aB. kadeapoil: A.T.H., npodeccop Jlanmmuua M. JI.
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