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®enepajibHOE ATEHTCTBO
MOPCKOI'0 ¥ PEYHOIr0 TPAHCIIOPTA
denepanbHOE TOCYAAPCTBEHHOE OIODKETHOE 00pa30BaTENbHOE YUPESIKICHUE
BbICILIET0 00pa30BaHUs
«'ocynapcTBeHHBIH YHUBEPCUTET MOPCKOI0 U pe4Horo (iora

nmenu aamupaia C.O. MakapoBa»
Boponexckuii punnaa ®I'BOY BO «'YMP® umenu agmupaiaa C.0. MakapoBa»

Kadenpa marematruku, "HPOPMAIIMOHHBIX CUCTEM U TEXHOJIOTUM

AHHOTALIUS

IUCHUAILINHBI «OCcHO6bl UHGDOPMAUUOHHOU DE30NACHOCINU)

Hanpagnenue noaroToBku 09.03.02 MadbopMallioHHbIE CUCTEMBI M TEXHOJIOTH

Hamnpasnennocts (npoduis) _ MHbopmalmoHHble CUCTEMBI HA TPAHCTIOPTE

YpoBeHb BhICIIETO 00pa30BaHUs OakanaBpuar
dopma oOydeHus OYHas, OYHO-3a09HAs
[TpomexyToUuHas aTTecTamus 3a4eT

1. MecTO JUCHMILIUHBI B CTPYKType 00pa30BaTeIbHOI MPOrpaMMbl

JucuunnuHa «OcHOBbI WHGOPMAIMOHHONW OE€30MacHOCTH» OTHOCHUTCA K

oOs3aTenbHOM 4Yacth bioka 1 yyeOHOro miaHa mo HampaBJICHHIO MOATOTOBKU
09.03.02  «MadopmallMOHHBIE  CHUCTeMbl W TexHojoruuw»  (mpoduib
«MHpopMaLlMOHHBIE CHUCTEMBl Ha TpaHCHOpTe») W u3ydaercs Ha 4 kypce B VIII
ceMecTpe Mo o4yHOil QopMe oOydeHHs M Ha 5 Kypce B ceMecTpe A 1O OYHO-
3a04HOM (popMe 00yUdeHMUS.

WN3yyeHne  aucUMIUIMHBL  Oa3upyeTrcs Ha  3HAHMAX,  IIOJIyYEHHBIX
oOy4JarolMMUCST IPU OCBOEHUU KYpcOB: «DKOHOMHUYECKOE OOOCHOBaHUE

IIPOEKTOBY, «Texnomorun IPOrpaMMHPOBAHUSY, «MuadpopmanonHo-
KOMMYHHUKAIIMOHHBIE CUCTEMBI U ceTH», «MeTOoapl U CpPeACTBa MPOEKTHUPOBAHUS
UH(OPMAITMOHHBIX CUCTEM u TE€XHOJIOTUIDY, «AJIMUHUCTPUPOBAHUE

UH(POPMAITMOHHBIX CUCTEMY, «AHANN3 OOJBIINX TaHHBIX.



JInst u3ydeHus: TUCHUIUIMHBI CTYACHT JIOJDKEH BIIaJIeTh METOJIaMH PadoOThl
MOJIB30BATENIsI HA NEPCOHAIBHOM KOMIIBIOTEPE, 3HATh OCHOBHBIE IapaJIUTMbI
SI3BIKOB ITPOTPAMMUPOBAHHS.

HucuunnuHa «OCcHOBBI MH(OPMAIIMOHHOW 0€30MacHOCTH» HEOO0XOAMMa B
Ka4eCTBE MPEAIIECTBYIOLIEH ISl AMCUUIUIMH MTOATOTOBKH U 3amuThl BKP.

2. [lnanupyemble pe3yabTaThl 00y4YeHUs M0 AMCHHUILINHE

Kon unaukaropa
Kon n HanmeHoBaHue [Tnanupyemsle pe3yabTaTbl 00y4eHUs 110
KOMIIETEHIIH HOCTIDRCHIA JTUCLUTUIAHE
KOMIIETEHINH
OIIK-3. Cniocoben OIIK-3.1 3HaTh: TPUHIUIB, METOABI U  CPEICTBA
pelaTh CTaHIapTHBIE peLeHus CTaHJApTHBIX 3a1a4
3aaun npoeCCHOHATBLHON NIeATEIbHOCTH Ha OCHOBE
npodeccuoHanbHOM uHbpopMallMOHHOW U Oubnuorpadudeckoit
JeSITeIbHOCTH Ha OCHOBE KyJbTYphl C TpHUMEHEHHEM HWH(POPMAIIMOHHO-
UH(POPMALIMOHHOM U KOMMYHHUKAIIHOHHBIX TEXHOJIOTMH U C Y4YETOM
oubnuorpaduueckoit OCHOBHBIX TPEOOBaHMIT
KYJIBTYPBI C MH(POPMALMOHHOM Oe3omacHoCTH."
IIPUMEHEHNUEM OIIK-3.2 Ymersn: pewiaTth CTaHJApTHBIE  3aJa4u
UH(POPMALIMOHHO- npodecCHOHaNbHOM NIEeATENHHOCTH HAa OCHOBE
KOMMYHHKAIIMOHHBIX UHPOPMAIMOHHOM W OmOIMorpaduIeckoi
TEXHOJIOTHH U C y4eToM KyJIbTYpbl C TNpUMEHEHHEM HWH(POPMAIMOHHO-
OCHOBHBIX TPeOOBaHUIA KOMMYHHUKAIIHOHHBIX TEXHOJIOTHA M C YYETOM
UH(POPMALIMOHHOM OCHOBHBIX  TpeOoBaHMIl  HMH()OPMAIIMOHHOM
0€30MMacHOCTH 0€30MacHOCTH.
OIIK-3.3 Hmers  HABBIKH:  TOATOTOBKH  0030pPOB,

aHHOTALlMM, COCTaBJIEHUs pedepaTroB, HayUHBIX

JOKJIAoB, TyOnwkamuii u Oubmuorpaduu 1o

HAay4YHO-HMCCJIEI0BATENbCKOM paboTe ¢ ydeToM

TpeboBaHui MHOOPMAITMOHHON 6€30NaCHOCTH.

3. O0beM IMCUMILIHHBI IO BUAAM Y4eOHbIX 3aHATHIH

O0beM NUCIUIUIMHBI COCTABIISIET 2 3a4ETHBIX €IMHMUII, BCETO 72 4yaca, U3 KOTOPhIX
no o4Ho ¢opme 36 YacoB COCTaBIIIET KOHTAaKTHas pabora oOydaromerocs ¢
npenoaaBareneM (18 dac. — 3aHATUS JEKIIMOHHOTO THMa, 18 yac. — mabopaTopHbIe
paboThl); MO OYHO-3a04HOM 36 YacoB COCTaBIseT KOHTaKTHas padoTta
obOyuatorierocs ¢ npenoaaBaresieM (18 vac. — 3aHATHSI JISKIIMOHHOTO THUIIA, 18 yac.
— mabopaTopHbIe PaOOTHI).

4. OCHOBHOE COAepKaAHUE TUCHUIIHHBI

[Tonsarue "wndopmannonnas O6e3omacHocTh". [Ipobdaema mHbOpMaAITMOHHON
OesomacHoctu  obmectBa.  OmpexneneHue  MoHATHA — "WH(DOpManMOHHAs
6e3omacHocTh". CocraBmistomue WHPOpMAMOHHOW Oe30macHOCTH. JlOCTYITHOCTH
uapopmarmu. IlenoctHocts nHpOpmarnuu. KonduaennuanbHOCTs HHPOpPMAIINH.
Cuctema QopMupoBanus pexumMa HHPOPMAIMOHHON OE30MacCHOCTH. 3ajayu
nH(pOpMaIIMOHHOW 0e30MacHOCTH 001IecTBa. YPOBHU (HOPMUPOBAHUS pEKUMA
UH(OPMAIMOHHOU 0€30MacHOCTH. HopmartusHo-1ipaBoBbIE OCHOBBI
uHopmarnmonHot 6e3onacHoct B P®. IlpaBoBbie OCHOBBI HHGOPMAIIMOHHON
6e3omacHocTu 001IecTBa. OCHOBHBIE MOJOKEHUSI BOXKHEHIINX 3aKOHOJATEIbHBIX




aktoB P® B obnactu nHPOpMaMOHHON 0E30MAaCHOCTH U 3aIIUTH WH(GOPMALUU.
OTBETCTBEHHOCTh 3a HapylleHus B chepe HHPOPMAIIMOHHON O€30MacHOCTH.
Cranmaptel uHpopmanmronHoii 6ezonmacHoctu: "OOmme kputepuu". TpeOoBaHuUs
Oe3omacHOCTH K HWHMOPMALMOHHBIM cHCTeMaM. MexaHu3mbl 0e30MacHOCTH.
AJIMUHUCTpUpOBaHKME CpelncTB Oe3omacHocTu. CTaHAapThl UHGOPMAIMOHHON
oezomacHocTh B P®.  AIMHMHHCTpAaTUBHBIA  ypOBEHb  OOECHEUYECHMS
uHopmarimonHot Oe3omacHOCTH. Pa3paboTka mMOAUTUKM HHEGOPMALMOHHON
oe3zonacHoctu. Knaccudukamus yrpo3 "uHpopmanmoHHON — Oe3oracHocTH".
Knaccsl yrpo3 nadpopmannoHHoOH 6€301acHOCTH.

Bupycbl kak yrposza uH@popMmanuoHHON Oe3zonacHocTu. KoMibroTepHbie
BUPYCHI U MHPOpPMAIMOHHAsE 0€30MacHOCTh. XapaKTepHbIe YePThl KOMIIbIOTEPHBIX
BupycoB.  Knaccudukanus  KOMIObIOTEpHbIX  BuUpycoB.  Knaccudukanus
KOMIIBIOTEPHBIX BUPYCOB IO cpene oburtanus. Kmaccudpukanus KOMIbIOTEPHBIX
BUPYCOB MO 0COOEGHHOCTSM anroputma padbotsl. Kiaccupukanus KOMIbIOTEPHBIX
BHPYCOB 1o JECTPYKTUBHBIE BO3MOXHOCTSIM. XapakTepucTuka
"BupycononoOHbIX"  mporpamm.  Buaer  "BupycomomoOHBIX" — mporpamm.
XapakTepucTuka "BHpPYCOMOAOOHBIX" mporpamMMm. AHTHUBUPYCHBIE MPOTPaAMMBI.
Oco0eHHOCTH paboThl aHTUBUPYCHBIX MporpamM. Kitaccudukaiysi aHTUBUPYCHBIX
nporpamMm. DakTOpbl, OMNPENEAIONIMNEe KAauyeCTBO AaHTUBUPYCHBIX IMPOTPAMM.
[TpodunakTuka KOMIIBIOTEPHBIX BUPYCOB. XapakTepucTukKa IyTeU
IIPOHUKHOBEHUSI BUPYCOB B KOMIIBIOTEPHI. [IpaBuia 3ammTel OT KOMIIBIOTEPHBIX
BUpycoB. OOHapykeHuE HEU3BECTHOro Bupyca. OOHapyKeHuEe 3arpy304HOIO
Bupyca. OOHapykeHue pe3ujieHTHoro Bupyca. OOHapykeHue MaKpoBHpYycCa.
OOuuit  anroput™m oOHapyxeHuss Bupyca. CCbUIKM Ha JOINOJIHUTEIbHbIE
MaTepHalibl (IIEYaTHBIE U 3JIEKTPOHHBIE PECYPCHI).

Ocobennoctn  oOecriedyeHuss  WHOOPMAIIMOHHOW  OE€30MaCHOCTH B
KOMIBIOTEpHBIX  ceTsix. OcobeHHocTH HH(POpPMAMOHHONW OE30MacHOCTH B
KOMITBIOTEPHBIX ceTsX. Crnenuguka CpeacTB 3allUThl B KOMIIBIOTEPHBIX CETSX.
CereBble MOJeNM Iepenadd AaHHbIX. [loHSATHME MpOTOKOJA Mepenauyd JaHHBIX.
[TpyHiunel  opranu3anuu OOMEHAa JIaHHBIMM B BBIYMCIMTEIBHBIX  CETSX.
Tpancnoptaeiii nporokon TCP u momens TCP/IP. Mogens B3auMoJelCTBUS
oTKphIThIX cucteM OSI/ISO. CpaBHeHue ceTeBBIX MOJeNed mepenadnd JaHHBIX
TCP/IP u OSI/ISO. Xapakrtepuctuka ypoBHei moaenu OSI/ISO. Anpecanus B
rino0anbHbIX ceTsax. OcHoBbl [P-mporoxona. Kitaccel aapecoB BBIYMCIUTENBHBIX
cereil. Cucrema paoMeHHbIX uMeH. Krnaccudukanus ypaaneHHbBIX Yrpo3 B
BBIYMCIIUTEIBHBIX ceTsaX. Kiaccel yHaJeHHBIX Yrpo3 M HMX XapaKTEpPUCTHKA.
TunoBele yJaJeHHbIE aTaKW W WX XApAaKTEPUCTHKA. YJajJeHHas aTaka 'aHalIu3
ceteBoro Tpaduka'. VYmajmeHHas araka 'MOJMEHa JIOBEPEHHOro oOOBbekTa'.
VYnanennas ataka "noxHbIM 00beKT". Y aaneHHas aTaka "oTKa3 B 00CITyKUBaHUH'".
[TpyunHbl yCOEMIHONW peanu3aluyd YAAJICHHBIX YIPO3 B BBIYMCIHMTEIBHBIX CETSX.
[TpyunHbl yCOEMIHOW peanu3aluyd YAAJICHHBIX YIpO3 B BBIYMCIHUTEIBHBIX CETSX.
[TpyHIMOBl 3alIUTBl  PACHpPEACIICHHBIX BBIYMCIHUTENbHBIX ceTed. I[IpuHummns
MOCTPOEHUS 3aIUIIEHHBIX BEIYUCIUTEIbHBIX CETEH.

Nudopmanmonnas  6e3omacHOCTb ~ IpH  MCHOJB30BaHMM  Internet.
Unentudukanus u ayrentudukanus. Onpeaenenue NoHITH "uneHtudukanusa” u
"ayteHTuGuKausa".  MexaHu3sM — uIeHTU(UKAUMA U ayTeHTH(PUKALMS
none3oBatenei. Kpunrorpapus u mmdpoBanue. CTpyKTypa KpUITOCHCTEMBI.



Knaccudpukanuss  cucrem  mmdpoBanuss — gaHHbIX.  CHUMMETpUYHBIE U
ACHMMETpPUYHBIE MeTOAbl MM(poBaHusa. MexaHU3M 3JIEKTPOHHOW IUPPOBOI
noanucu. MeTonpl pasrpaHudyeHue J0cTyna. MeTolbl pa3rpaHU4eHHs] JOCTYIIA.
MaHjgaTHOE M JHCKPETHOE YIPABICHHE JOCTYNOM. Perucrpamuss u aynwr.
OnpeneneHue U coliepKaHUE PErucTpaluy U ayiuTa UHPOPMALMOHHBIX CHUCTEM.
Dtanbl perucTpaudd U METOAbl ayauTa COOBITUM HMH(DOPMALUMOHHOW CHCTEMBI.
MexcereBoe  skpaHupoBaHue.  Kiaccudukanus  MEXCETeBBIX  JKPaHOB.
XapaKkTepUCTUKA MEXCETEBbIX 3KPAHOB. TEXHOJOrMs BHUPTyaJbHBIX YacCTHBIX
ceret (VPN). CymHocTh U cOAEpKaHME TEXHOJOIMM BHUPTYaJIbHBIX YaCTHBIX
cerei. llomsatue "TyHHens" mnpu Iepefgadye NaHHBIX B CETAX. be30macHOCTH
onepannoHHbIX cucteM. besomacaocte OC Windows 10.

Cocrasurenb: 1.¢.-M.H., npodeccop Kyzpmenko P.B.

3aB. kadenpoil: A.1.H., npodeccop Jlanmmua M. JI.
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