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Kadenpa maremaruku, nHPOPMALMOHHBIX CUCTEM U TEXHOJIOTUN

AHHOTAIMA

IUCIUIIAHEI «OcHo6bl UHGOpMauUOHHOU De30NnaCHOCIU

Hamnpasnenne noarotoBku 09.03.02 NadopMaMoHHbIE CUCTEMBI M TEXHOJIOT'H

Hanpasnennocts (mpoduib) _ MHDOpManMmoHHbIE CHCTEMBI Ha TPAHCTIOPTE

VYpoBeHb BBICILIETO 00pa30BaHUs OakanaBpuar
®opma o0ydeHUs OYHas, 3a04Has
[IpomexxyTouHas aTTecTarys 3auer

1. MecTO AMCUMILIMHBI B CTPYKTYpe 00pa30BaTeIbHOM POrPaAMMBbI

Huctmmumba «OcHOBBI MH(POPMAITMOHHOW 0€30MacCHOCTH» OTHOCUTCS K
oOsi3arenbHON 4yacTu brioka 1 yueOHOTO TIaHAa TIO HAMPABJICHHUIO ITOJATOTOBKH
09.03.02  «MHdpopmarmoHHble  CUCTEeMbl M TexHojJoruw»  (Mpoduib
«uadpopMamoHHbie CUCTEMBI Ha TpaHCIIOpTe») U m3ydaercs Ha 4 kypce B VII
ceMecTpe Mo O4HOUW opme OOydeHHMs M Ha D Kypce B ceMecTpe A 10 3a04HOM
dbopme 0OyueHus.

N3ydenne  aucuuIumiHbl  Oa3upyercss Ha  3HAHWSX,  TOJIYYCHHBIX
0o0yJarouMMHCs TPU OCBOCHHH KypCOB: «DKOHOMHYECKOE OOOCHOBaHHE

IIPOEKTOBY, «TexHonorun pOTPaMMUPOBAHUS, «udopmanuoHHo-
KOMMYHHKAIIUOHHBIE CUCTEMBI U CETU», «MeTobl U CPeACTBA IPOECKTUPOBAHHUS
MHGQOPMAIIMOHHBIX  CHUCTEM U TEXHOJIOTHI», « AIMUHHCTPUPOBAHUE

WHGOPMAITHOHHBIX CUCTEM», « AHAITU3 OOJIBIINX JaHHBIX.

JInst u3ydeHust TUCUUIUIMHBI CTYAEHT JOJDKEH BIIQJAETh METOJaMU pabOThI
MOJIh30BaTEs HA TIEPCOHATHPHOM KOMIBIOTEPE, 3HATh OCHOBHBIC TapaJUTMBbI
SI3BIKOB MTPOTPAMMUP OBAHMSI.



Juctummaa «OcHOBBI MH(OPMAIMOHHON 0€30MacHOCTU» HeoOXxoauma B
KAueCTBE MPEAMICCTBYIOMIECH IS TUCIUTUIMH TTOATOTOBKU U 3aimThl BKP.

2. Ilnanupyemble pe3yJibTaThbl 00y4YeHUs 10 JUCHMIIJIMHE

Kon nnnnkaropa
Kon u HanmenoBanme [Tnanupyembie pe3yabTaThl 00 y4eHHUS 110
KOMITETEHIIN U FIOCTHZKCHHA T CITUTLIIMHE
KOMIIETEHIIN U
OIIK-3. Criocoben OIIK-3.1 3HaTh: T[PUHLUIBI, METOABl M  CPEICTBa
pelaTh cTaHJapTHHIE pelieHus CTaHAapPTHBIX 3ama4
3a7a4u npohecCHOHANBHON NEATENbHOCTH Ha OCHOBE
npodeccuoHanbHON nHopManmonHoii u  OuGnmorpaduyeckon
NesITeIbHOCTU Ha OCHOBE KYJIBTYphl C MpPUMEHEHHEM HHQOPMAIMOHHO-
HHPOPMAITMOHHOH U KOMMYHUKAIIHUOHHBIX TEXHOJOTHH H C y4EeTOM
oubmmorpaduaec Ko OCHOBHBIX TpeOOBaHUI
KYJIBTYPHI C nHQopMaIMoHHOM 6e30nacHoCTH."
MPUMEHEHHEM OIIK-3.2 YMeTh:  pemarh  CTaHJApTHBIE  3aqaydud
uH(opMaImoHHo- npo(hecCHOHANBHON NIEATEIbHOCTH Ha OCHOBE
KOMM yHUKAallHOHHBIX nH(opManmoHHo u  Oubnmorpaduueckon
TEXHOJIOTUH U C y4eTOM KYJIBTYphl C MpPUMEHEHHEM HHQPOPMAIIMOHHO-
OCHOBHBIX TpeOOBaHUI KOMM YHUKAallTUOHHBIX TEXHOJOTHH U C Y4E€TOM
HHPOPMAITUOHHOM OCHOBHBIX  TpeOoBaHuii  HUHOOPMAIIMOHHON
0€30MacHOCTH 0€30MacHOCTH.
OIIK-3.3 HmeTh  HAaBBIKM:  TOJTOTOBKH  0030pOB,

AHHOTAIWH, COCTaBIICHUS pedepaToB, HayUIHBIX

JOKJIQZIOB, IMyOnuKanuii u Oubmorpaduu 1Mo

Hay4YHO-UCCIIEIOBATENILCKOM paboTe ¢ ydeTom

TpeOoBaHMii MH(QOPMAIIMOHHON 6€301TaCHOCTH.

3. O0beM JUCHUILTMHBI 10 BUAAM Y4eOHBbIX 3aHATHHI

OO0BbeM MUCIMIUIMHBI COCTABIISIET 2 3a4€THBIX €IMHMII, BCEro /2 Jaca, W3 KOTOPBIX
mo o4yHOW ¢opme 36 YacoB COCTaBIsIET KOHTaKTHas paboTa OOydJaromerocs C
npenogaBatenieM (18 gac. — 3ausTHs JEKIMOHHOTO THMa, 18 yac. — maboparopHbie
paboTHI); MO 3a04HOM 12 YacoB COCTaBJIIET KOHTaKTHas paboTa 00ydaromerocs ¢
npenoaasareneM (6 vac. — 3aHATHA JIGKIIMOHHOTO THIa, 6 yac. — JlabopaTopHbIC
paboThI).

4. OcHOBHOE CoJAepikaHuC NTUCIHNILTTUHBI

[Tonsitue "undopmanmonnas 6e3omacHOCTh". [IpoOGaema uHbOPMAITMOHHOM
O0ezomacHocTn  obmecTtBa.  OmpeneneHne  NMOHATHS — "'MHQOpPMaUMOHHAS
6e3omacHocTh". CocTaBisitonpe WHGOPMAIMOHHON 0e30macHOCTH. J{OCTYIMHOCTH
unpopmaruu. llenoctoocts mHpopmarmu. KondunenumaibHOCT, MHGOpMALIUU.
Cuctema QopmupoBanus pexuma HHPOPMALMOHHOW O€30MacHOCTU. 3agadyu
nHhOopMaIMOHHON Oe30macHoCTH 00IIecTBa. YPOBHH (HDOPMHUPOBAHUS DPEKUMA
UHGOPMAITMOHHO T 0e30TacHOCTH. HopmaruBHO-TIpaBOBbIE OCHOBBI
nHpopMamoHHON Oe3zomacHocT B P®. IIpaBoBbie OCHOBBI MH(POPMAMOHHOM
6e3omacHocTH 001ecTBa. OCHOBHBIE MOJOXKEHHS BaKHEHIIMX 3aKOHOJATEIbHBIX
aktoB P® B obOnacty nHPOpMaIMOHHON OE30MAaCHOCTH M 3alUTHl WHGOPMAIIUH.
OTBETCTBEHHOCTh 3a HapyleHus B cdepe HH(OpMALMOHHOW O0€30MacHOCTH.
CrangapTel nHGOpMaMOHHONW Oe3omacHocTH: "O6mme kputepun". TpeboBanms




0e30macHOCTH K HMH(OPMAIMOHHBIM CHCTEMaM. MexaHu3Mbl 0€30TacHOCTH.
AnMuUHUCTpUpOBaHHE CcpeacTB Oe3onacHocTH. CTaHAapThl HHPOPMAIMOHHOMN
o0ezomacHoctu B P®.  AnMHMHHUCTpaTWBHBIA  YpPOBEHb  OOeCIEUEHHS
nHbopMarMoHHON Oe3omacHocTH. Pa3paboTka mOMMTHKH WHGOPMAITMOHHON
O0esomacHoctu. Kiaccudukamus yrpos  "wHbopManuoHHOW Oe3omacHOCTH'.
Kunaccel yrpo3 nngopmManmoHHoi 0€301macHOCTH.

Bupycesl kak yrpo3a uH@opManumoHHOW Oe3omacHocTd. KommbroTepHbie
BUPYCHI U MH(OpMAITMOHHAsT 0€30TacHOCTh. XapaKTepHbIE YEPThl KOMITbIOTEPHBIX
BupycoB.  Kinaccudukauus  xommbeiorepHbix — BUpycoB.  Kiaccuduxarms
KOMIIBIOTEPHBIX BUPYCOB MO cpene oOuranus. Knaccudukanus KOMIBIOTEPHBIX
BHUPYCOB TI0 OCOOEHHOCTSIM anroputMma paboTsl. Kiaccuukanys KOMIbIOTEPHBIX
BHUPYCOB 1o JECTPYKTUBHBIC BO3MOKHOCTSIM. XapakTepucThka
"BupycononoOHbIX"  mporpamMM.  Buael  "BHpycomomoOHbIX"  mporpamm.
XapakTepucTuka '"BHUPYCOMOAOOHBIX" TporpaMM. AHTHBHPYCHBIE MPOTPaMMEI.
Ocob6eHHoCTH pabOThl aHTUBUPYCHBIX NporpamMm. Knaccudukaius aHTUBUPYCHBIX
nporpamMm. @DakTOphl, ONPEAENSAIONME KAYyeCTBO AHTHUBUPYCHBIX MPOTPamMM.
[IpodunakTuka KOMITBIOTEPHBIX BUPYCOB. XapakTepuCTUKA IyTen
MIPOHUKHOBEHMSI BUPYCOB B KOMITbIOTEpHL. [IpaBuiia 3aimrbl OT KOMIBIOTEPHBIX
BUpycoB. OOHapyX eHHE HEHU3BECTHOro BHpyca. OOHapyXKeHHE 3arpy304HOTO
Bupyca. OOHapykeHHe pe3uaeHTHOro Bupyca. OOHapyXeHHE MaKpOBHpYcCa.
O6umii amroputM oOHapykeHusi Bupyca. CCbUIKM Ha JOTOJHUTEIbHBIC
MaTtepuaibl (IEYaTHbIE U 3JIEKTPOHHBIE PECYPCHI).

Ocobennoctu  obecrieueHnss  WHGQOPMALMOHHOW  OE30TAaCHOCTH B
KOMITBIOTEPHBIX ceTaX. (OcoOEHHOCTH WH(MOPMAIMOHHOW 0€30MacHOCTH B
KOMIIBIOTEPHBIX ceTax. Crneuuduka CpeacTB 3alllUThl B KOMIBIOTEPHBIX CETSX.
CereBble Mozaenu nepenadu AaHHbIX. [loHATHE NMpPOTOKONA NEpEnadyd JaHHBIX.
[lpuHiMnIBl  OpraHu3alii  oOMEHa JaHHBIMU B  BBIYUCIIUTEIBHBIX  CETAX.
Tpancnioptueiii ipotokonn TCP u moxaens TCP/IP. Mogenb B3anMoeHUCTBUS
oTkpbIThIX cucteM OSI/ISO. CpaBHeHHE ceTeBBIX MOJEel Tepenadynd JaHHBIX
TCP/IP u OSI/ISO. Xapakrepuctuka ypoBHer momenu OSI/ISO. Anpecamnms B
rinobanbHeiX cerax. OcHoBbl [P-npoTokosa. Kiaccel agpecoB BBIMUCIUTEIBHBIX
cereii. Cucrtema paomMeHHbIX uMeH. Kiaccudukanus yaaaeHHbIX Yrpo3 B
BBIYMCJINTENLHBIX CeTAX. Kilacchl yAaleHHBIX YIpO3 M HMX XapaKTEpPUCTHUKA.
TunoBble ynajieHHbIE aTakd W WX XapaKTEPUCTUKA. YJalieHHas araka 'aHajau3
cereBoro Tpaduka'. VYpaneHHasd araka ''OAMEHa JIOBEPEHHOTO OOBEKTa'.
VYnanenHas araka "mo>kHbIM 00BeKT". YaneHHas araka "oTka3 B 00CTy)KMBaHUHN".
[IpyunHbl yCcHENHON peanu3aluu yJIEHHBIX YTPO3 B BBIMUCIUTEIbHBIX CETSX.
[IpyunHbl yCTIENHON peanu3aluu YJAIEHHBIX YIPO3 B BBIUMCIMTEIBHBIX CETAX.
[lpuHIMOBL 3alMTHl  PaCTPEEICHHBIX BBYUCIUTEIbHBIX ceTel. [IpuHImIbI
MOCTPOECHHUSI 3AIMIICHHBIX BHIYUCIUTEILHBIX CETEH.

Nudopmarmonnass  6e30mMacHOCT,  NpPU  WCIOJb30BaHMM  Internet.
WNnentudukanms u ayreaTrduKanmsa. OnpenencHue NoHATAN "uaeHTuduKanms" 1
"ayrentuukammsa".  MexaHusm — uaeHTU(UKAUMA M ayTeHTU(UKaLus
nonb3oBateneil. Kpunrorpapus m nmdposanue. CTpykTypa KpHUITOCUCTEMBI.
Knaccugukamuss  cucrem  nmdpoBanuss — gaHHbIX.  CUMMETpUYHBIE |
acCUMMETpHUYHBIE METOJbl ImMdpoBaHus. MexaHU3M 3JIEKTPOHHOW 1UpOBOI
noAnucH. Meroapl pasrpaHMdueHHe AO0CTyNna. MeTolbl pa3srpaHUdEHUs JOCTYIA.



MaHgaTHOE M JUCKPETHOE YIPABIEHUE JOCTYNOM. Peructpauus u ayaur.
OmnpenencHre M coaep kaHUe PETUCTPAIl U ayauTa WH(OOPMAIMOHHBIX CHUCTEM.
DTanbl perucTpauul U METOJbl ayAuTa COObITUH WMH(POPMAIMOHHOW CUCTEMBI.
MexcereBoe  akpanupoBanue.  Krmaccudukanmss — MEXKCETEBBIX  JKPaHOB.
XapakTepUCTUKAa MEXKCETEBBIX SKPAHOB. TEXHOJIOTMS BHUPTYAIbHBIX YaCTHBIX
cereit (VPN). CymHOCTh U COAEp)KaHUE TEXHOJIOTUM BHUPTYAIbHBIX YaCTHBIX
cerei. llonstme "TyHHenda" mnpu mnepenade AAHHBIX B CETIX. be30macHOCTH
omneparmoHHbIX cucTeM. bezomacrocTs OC Windows 10.

CocraBurenb: 1.b.-m.H., mpodeccop Kyzpmenko P.B.

3aB. kadenpoii: k..-M.H., nouent Kysneros B. B.
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